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Abstract

Efficient search algorithms are crucial to the success dfructsired and hybrid peer-to-peer networks. Per-
formance requirements on search algorithms include lowcketsaffic, low search latency, and determinism in
returning the searched items. However, existing seardrithgns fail to meet these goals. We propose, analyze,
and evaluate two novel flooding search algorithms. The figgirdhm conducts on-the-fly estimation of the pop-
ularity of the searched item, and uses such knowledge teegujaeer’s search process. It requires the minimum
search cost and very low latency, and albeit its non-detdsmi, often returns the desired number of results. The
second algorithm, Hurricane flooding, exponentially exgsathe search horizon of the source of a search in a
spiral pattern. Hurricane flooding is deterministic, regaisearch cost arbitrarily close to a lower bound, and
returns the results in logarithmic time. We analyze androjzié our proposed algorithms, and evaluate them

using various network models, including a real Gnutellawoek topology.

1 Introduction

Peer-to-peer systems are one of the most vital Interneicgpipins and a major portion of Internet traffic is attrilaite
to them [15]. Broadly, there are three different architegsufor peer-to-peer networks: centralized, decentralize
structured, and decentralized and unstructured. Cerdchkrchitecture scales poorly and does not tolerate éailur
Decentralized but structured networks such as Chord [1&{ine maintain the overlay topology. In decentralized
and unstructured networks, there is neither a central @irgcserver nor any control over the network topology.
Peers join the network by connecting to existing peers inrg laose and random fashion. Such an architecture

overcomes the problems in other peer-to-peer systems. ellnaind KaZaA are two successful and widely used
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systems. However, these networks are infamous for theiemdly inefficient searching mechanisms. Since there
is neither a central directory server nor distributed iridgxservice, the best a peer can do is a blind search. The
typical flooding search method generates high loads on thes@and are extremely not scalable. One approach to
making unstructured peer-to-peer networks more scalabléimodifications to the architecture, or use of hybrid
architecture [21, 12]. Both KaZaA and Gnutella currentlydna more hierarchical architecture. A smaller number of
upper level peers are responsible for propagating and amsywgueries initiated by more lower level peers. Another
approach is via the design of more efficient search mechanigfor example, [6] exploited the heterogeneity of
peers and proposed to use a biased random walk based primtaticdct queries to high-capacity peers.

The focus of this work is to minimize the cost of search in pegpeer networks and to make them more scalable.
The approach is via designing two novel flooding algorithr@air first novel search algorithm [11] estimates the
popularity of the searched item while searching for muttisults (or multiple copies of the searched item). This
on-the-fly estimation of the popularity helps the sourcehef$earch to effectively locate the results and bound the
search traffic. To that end we exploit Gnutella’s dynamicrygimng like flooding algorithm. We propose an enhanced
algorithm, which returns the desired number of results atimiim search traffic and low search latency. Our
second novel algorithm, Hurricane flooding, is determiaianhd requires provably minimum cost. With Hurricane
flooding, the source of a search cautiously but exponeptiadpands its search horizon in a spiral pattern. We show
that Hurricane flooding reduces the search cost to arhitralose to a lower bound for any search algorithms, and
that it has a bounded latency which is a logarithmic functibthe location of the target.

The remainder of this paper is organized as follows. We fiesicdbe the search problem and the performance
requirements in Section 2, and then point out the weaknedgga@®vious search algorithms in Section 3. Section 4
describes our work on exploiting dynamic querying like flomdalgorithms. Section 5 describes our Hurricane

flooding algorithm. Section 6 presents an evaluation of tiep@sed algorithms and Section 7 concludes the paper.

2 Preiminaries

Consider the problem of searching for a copy or multiple espdf an item in a large, connected unstructured
peer-to-peer network. The item is uniformly replicated lie hetwork, i.e., each peer has the same probability of

storing a copy of this item. Although this uniform repliaatiassumption is not necessary for the correctness of any



algorithms considered in this paper, it allows us to focushenmore important aspects. Let us consider the search
problem where the seardforizonis controlled by the source. The horizon is defined as theesobphe search.
Controlled search is desirable since otherwise every baavolves all peers. It is often there are many more copies
of an item in the network, but the search is only for one or adédhem.

The source of a search tries to find tfagget For instance, the search can be for a single copy of an itdrma. T
target is the first peer discovered to have a copy. If the keigréor multiple copies of an item, then the target is
defined as the point when this desired number of copies atewdised. To locate the target, the source sends query
packets to other peers. If this attempt is unsuccessfukdhece will expand its search horizon. The search strategy
determines how to conduct the search to locate the targéfier&it search strategies are classified into two broad
classes:deterministicstrategies andion-deterministicstrategies with respect to the outcome of the search. With
deterministic strategies, it is guaranteed that the sowiteiscover a copy or multiple copies of the searched item
as desired, provided that there are at least that many copths network. With non-deterministic strategies, it is
possible that the source gives up after one or more unsu’otasempts.

Thetotal search cospf a search is defined as the total number of query packet®setteived by any peers. We
ignore packets that are dropped in the network. This total imwludes both necessary cost and unnecessary cost.
One unnecessary cost is due to thpeated query packets a single search process. In many search strategies,
when an earlier attempt to discover the target is unsuaglesbe source will try to send more query packets, to
perhaps many peers who had received the query packets. f@pesded query packets are distinguished from those
duplicate query packets, which are multiple packets reckby the same peer due to a single attempt of the source.
Another possible cause of the unnecessary cost iswbeshootingvhen the source is probing the search space. Let
us define thdatencyof a search as the time needed to locate the target. Whilealsisa measure of the quality
of the search strategy, it is not the primary one, since irtruotired peer-to-peer networks, the dominant factor

limiting the scalability is the search cost.

2.1 A Lower Bound on Search Cost

Consider an arbitrarily large network where the replicatiatio of an item is a constapt A question is asked: on

average at least how many peers will be contacted beforeyaafdpe item is discovered? Consider a search process



with an oracle. The oracle tells which peers have been ctatadready, such that the search process avoids sending
more query packets to those peers. However, in a direcemy-4ystem, even the oracle cannot tell which peers have
the copies of the item before the peers are contacted. Oagw/é¢his search process involve® peers. Moreover,
if the search is fok copies of the item, the expected number of queried pedrgisWhile this result hardly makes
sense in practice, it represents an often unreachable loaterd on the cost of a search for any search strategies.

This lower bound provides a fair means to understand if aordhgn is close to the optimal.

3 Redated Work

3.1 TheExpanding Ring Algorithm

One of the search strategies is TTL-based controlled flgpdifien known as the expanding ring algorithm [13, 20].
The source of a search starts by choosing an initial tim@4o¢TTL) value, a positive integer. The source then
sends query packets towards its immediate neighbors wéti Tl value. It decrements the TTL value by one and
forwards the query packet to its other neighbors. This peamntinues until the item is found or the TTL field
becomes 0. If no query packet is replied within a timeoutrirgk the source assumes this attempt has failed. It may
start a new round of flooding with a larger TTL value. Therelddue multiple rounds of flooding.

Although the expanding ring algorithm is deterministic dras bounded latency, it is inefficient due to its high
search cost. In addition to the overhead due to duplicateyqpackets within one round of flooding, there is also
overhead due to repeated query packets caused by an inapproghoice of TTL. To pick the right TTL value
is not easy either, as the source does not have knowledgeegmothularity of the searched item. Moreover, the
expanding ring algorithm may also cause severe overshmotim a high-degree network, increasing TTL by one
greatly expands the search horizon and causes exceséiwe R&cent theoretical work [2, 4, 5] has provided results
on the performance of the expanding ring algorithm. Bothahest case cost and average case cost were considered.
Various flooding strategies (with different approachesetiiisg TTL) have been proposed, including those with a
worst case cost ratio of 4 and with an average case cost rtwi8. In the California Split algorithm, the source
will double its search horizon on every unsuccessful attefipis algorithm has a worst case competitive ratio of
4, which is the lowest achieved by any search strategy withdfikTL sequence. Subsequent studies [4, 5] derived

more sophisticated randomized algorithms to achieve wease and average case cost ratios slightly below 3.
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3.2 Random Walk Based M ethods

The second class of search strategies utilizes the randdkrtechniques. Several studies [13, 7, 3, 16, 9, 10] have
proposed algorithms to use random walks for efficient seachave investigated their properties in unstructured
networks. When a peer receives a query packet, it forwamlpétket to a randomly chosen neighbor at each step
until the item is found. The use of a single or few query pasketluces the search cost, at the cost of long user-
perceived latency upon eventual success; the use of morg gaekets cuts the latency, but it increases the total
search cost. While random walk based strategies have adjesin the networks with specific properties [9], it is
not suitable for several reasons. First, these strategiesam-deterministic. A strategy can always reduce itsckear
cost by not returning any results. Second, they presentatrydeoff between latency and cost. When deterministic
is required, the tradeoff between latency and search cest dot look attractive. The lowest search cost (the lower
bound) might be approached when there is a single query hdukeat very high latency. On the other hand, the

use of multiple isolated query packets requires properitetion rules.

4 Dynamic Querying like Flooding

In peer-to-peer systems, often a search is for multiplelt®suatching the keywords. The flooding search algorithm
can determine how to expand its search horizon based on ttiwedty estimation of the popularity of the searched

item. In this section we exploit such technigues, termedyagsuahic querying like flooding algorithms.

4.1 Dynamic Queryingin Gnutella

In modern Gnutella peer-to-peer network, there are twodygfepeers: ultrapeers and leaf peers. The ultrapeers
manage the search process for their leaves and forward gaekets from other ultrapeers. Hereafter, a peer refers
to an ultrapeer when the discussion is about Gnutella. Whpmeareceives a search request, it propagates the query
to the network using the dynamic querying algorithm [8]. tinks in a more conservative way than the expanding
ring algorithm. It seeks to hit the minimum number of peersassary to obtain the desired humber of results.

The source peer first sends a probe query via a few neighbdéinsaveimall TTL. The purpose of this probe is to
have an initial estimate of the popularity of the searcheahitAssume the probe does not return the desired number

of results. The source peer will begin an iterative procdsdyoamically calculating the TTL for the remaining



neighbors. In each iteration, the source peer has the c¢untenber of returned results. It estimates the number
of peers theoretically queried so far, and the theoreticalufarity of the searched item. Then the source peer can
estimate how many more peers should be contacted in ordecédve the desired number of results. This estimate
is divided by the number of remaining neighbors. In this vihg, source peer obtains the number of peers to query
via the next neighbor, and estimates the minimum TTL to rélahnumber of peers. The source peer then sends the
guery via this neighbor using this TTL value, and waits fa thsults until a timeout. This iterative process continues
until all neighbors are used, or the peer obtains the desinetber of results. Intuitively, this technique dynamigall
adjusts the TTL value of outgoing query packets along eaditiadal neighbor to hit only the necessary number
of peers to obtain the desired number of results. The benefiexducing the search cost are two-fold. First, this
technique avoids sending query packets too far (towardsnmay peers). Second, it avoids sending query packets

repeatedly to the same subset of peers.

4.2 Enhanced Dynamic Querying like Flooding

We find that the design of Gnutella’s dynamic querying aldponi is flawed. The iterative process can introduce
long delay. When there are many remaining neighbors, a quetket is propagated to just a small fraction of the
required number of peers. Unlikely this iteration will retithe desired number of results. This method is doomed
to have a high latency. We propose the following enhanceatigthgn.

The enhanced algorithm is similar to the original dynamiergiing algorithm. The source peer begins the search
(for N results) by first sending a query towards a few neighbors aiiked TTL. In succession, the network replies
n > 0 results that can be used to deduce the popularity of the ifdier getting an estimate of its popularity, we
can subsequently calculate the TTL for the next neighboruérg packet with this TTL value is propagated via this
next neighbor. The new number of results is obtained andtédrto calculate the TTL for another neighbor. This
process continues until the desired number of results aesrmal or all neighbors are used.

The main difference is the iterative process of the enhaatgatithm. This iterative process is (Gjeedy— in
each iteration, the source peer propagates a query pachetdw neighbor, hoping to find all the required humber
of results via this neighbor alone, and @nservative— at the same time, to avoid overshooting, the source peer

uses a confidence interval method to provide a safety margthevestimate of the popularity of the searched item.



Since we use a greedy iterative process to avoid excess$arecla more likely there will be big random overshooting

of the search space. Therefore, we need a more conservatieate of the popularity of the searched item using, a
confidence interval method. This is the intuition behind comservative approach. Next we present details on how
to estimate the popularity of the searched item conseelgtand how to calculate the TTL value.

Estimating Item Popularity We use the following confidence interval method to estimagepopularity of the item
conservatively. First we assume uniform replication of iteen. The search process is considered as a sequence
of Bernoulli trials. LetH, denote the current search horizon (i.e., the sample sizeg.pfobability of obtaining

results is given by the binomial distribution
Prol,(i[Ho) = (L —p)ho,

wherep is the replication ratio or the popularity of the item. Whém tsample sizé], is large, this probability

approaches the Poisson distribution

lim Prob,(i|Hy) = —e ™,

Hp—o00 Z!

wherem = pHy. This distribution has meam, variancem, and standard deviatioyym. Then we use Pear-
son’s confidence interval on Poisson distribution as foloviven the number of returned resultswe choose a

conservative estimate’ of the true meamn by solving:

m —évm' = n,

52 / 52
/ f— —_ —_
m = n—|—2—|—5 n—|—4, Q)

which is the upper limit of Pearson’s confidence intervalisTesult says, if there ane > 0 returned results, then

where the constardt > 0. We obtain

the expected number of returned results is less thawith a probability determined by the parameter

There is a tradeoff between choosing a larger value for thianpaters and choosing a smaller value. First
choosing a larger value far results in more conservative estimate of the meanFor example, wheid = 1, the
confidence level is about 68% and the upper limit probabigitgbout 16%, but i6 = 3, the confidence level is about

99.7%. Therefore, choosing a larger value fowill less likely cause overshooting. On the other hand, d@more

7



conservative means that it often takes longer time for thecgopeer to discover the required number of results. In
the enhanced algorithm, we choase- 3. The value provides a high confidence level. In our evalnatiee will
consider other values too.

Calculating TTL value Since we have an estimate of the popularityy H,, we can compute the search horizéin

for the next neighbor, which should be equalHg(N — n)/m’. Assume the next neighbor has degdeghich can

be known, and the average degree of the networR ighich can be estimated. We should pick the TTL value such

that H equals the horizon within TTL hops from this neighbor:

TTL-1 TTL
- (d—1)(D—-1)
H = (d-1) Y (D-1) =~ .
i=0 D-2
This is equivalently to
H(D -2)

TTL =~ logp_y) (2)

d—1
One problem is, the obtained TTL value is often a floating nemie modify peers’ forwarding algorithm
as follows. When a peer receives a query packet with BT, it forwards it (with TTL decreased by 1) to all
neighbors as usual. If the TTL value is a fraction, the peexéods the packet (with TTL set to 0) to a subset of its
neighbors. The size of this subset should be equal {0 — 1, whered is this peer’'s degree. To understand this,
just notice that when TTl= 0, the packet should not be forwarded to any neighbors; whdn ZTl, the packet
is forwarded to all neighbors. Therefore, the peer needsnwdrd the packet to each of its— 1 neighbor with a
probability equal tqd” "% —1)/(d — 1).
For extremely less popular items, the probe phase may notrahy matched results. Consequently, the original
Gnutella dynamic querying algorithm fails since it cannstireate the search horizon and TTL value. On the other
hand, our algorithm sets’ = §%/2 as a conservative estimate and calculates the TTL accdydingour evaluation,

we will show results for such unpopular items.

5 Hurricane Flooding

The previous section describes and enhances dynamic ggdilge flooding algorithms. They have limitations.
First, they are useful only when the search is for many resulecond, they are not deterministic. This section

describes our Hurricane flooding algorithm, and analyzesagtimizes its performance.
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5.1 Design of Hurricane Flooding

Hurricane flooding exploits the ideas of both the expanding elgorithm and the dynamic querying algorithm.
Like the expanding ring algorithm, Hurricane flooding inases the scope of flooding after each round. Like the

dynamic querying algorithm, the source floods queries \ii@rdint neighbors in multiple rounds.

5.1.1 A Brief Description

The source peer divides its neighbors imtgroups with approximately the same size. The special casel
corresponds to the expanding ring algorithm. In general sthurce sends query packets to its neighbors in the first
group, starting the firatound of flooding. These neighbors faithfully broadcast the queagkets (but not back to
the source). The source also sets a limit on the scope of tineadcasting query packets, e.g., by using a TTL value.
This limit is updated by every peer before forwarding thergumacket. The first round of flooding may have a very
narrow scope. This round of flooding may not return the ddsiesult. Then the source sends query packets to its
neighbors in the second group, with a larger limit on the samfthe flooding. This new limit is > 1 times the limit
during the previous round. This process repeats until thiecgoobtains the desired result. It is possible that after
rounds of flooding, the source has yet to locate the targesuth cases, the source starts the- 1)-th round by
sending query packets to its neighbors in the first groupragitithis point of time, a neweycleof flooding begins.
Finally, it is possible the source experiences multipldeyof flooding before it terminates the process. Figure 1

shows an example of Hurricane flooding with= 3.

Figure 1: An example of Hurricane flooding~= 3. The source (center) searches for copies in the solid nodes.



Theorem 1 In any connected networks, Hurricane flooding will discother target if it exists.

This result is clear from its design. With Hurricane floodinige TTL value will be increased by a constant after

each unsuccessful round of flooding. Therefore, the targatdonnected network will eventually be located.

5.1.2 Forming Rounds of Flooding

One issue is how to divided the neighbors imtgroups. Consider two scenarios. First, the number of neighb

is much larger tham. A simple round-robin method can be used to group the neighbBurther improvement

is possible. For instance, each neighbor can have a weigial égjthe number of its neighbors less one. Then a
standard bin-packing algorithm (such as Best Fit-Decnggsivill group them. This can result in more balanced
group sizes. In the second scenario, the number of neiglidsnsall. We can setto be the degree of the source. In
the extreme case, the source has only one neighbor and gherftooding would degenerate to the expanding ring
algorithm. Yet, in this extreme case, there is a solutione $burce asks its neighbor to be its proxy to manage the

search process; this proxy uses again Hurricane flooding.

5.1.3 Using Fine-grained Expansion

Another issue is how to decide and control the scope of thelséa each round. The growth rake> 1 is defined

as the ratio between the sizes of the scopes of two consecuotinds. We use the following fine-grained expansion.
The source uses a floating number for the TTL value. After emstuccessful round, the TTL value is increased by a
fraction which is equal tdog ;_;) b. When an intermediate peéreceives a query packet with TTt 1, it forwards

the packet (with TTL decreased by one) to all neighbors. déf TAL value is a fraction smaller than one, the peer
forwards the packet (with TTL set to 0) to its neighbors ptulistically. As described in Section 4.2, a peer with

degreed forwards the packet to each of its oth@r— 1) neighbors with a probability equal t@’** —1)/(d — 1).
5.2 Analysisand Optimization of Hurricane Flooding

5.2.1 Analysisof Hurricane Flooding

Let us first consider a simple tree network model where thecgoig located at the root of the tree. We analyze three

aspects of Hurricane flooding’s performance. The first i®ad@d query packets. Notice that there are no duplicate
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query packets in a tree network. A total count on the numbeepéated query packets is not a fair measure. To
reach a remote target often incurs more repeated query fEattien to reach a nearby target. For this reason, we
consider the ratio between the number of repeated quengpatkthe number of unique query packets. The second
performance aspect is the overshooting of the search spgaeershooting is measured by the ratio between the
number of unnecessary query packets to the number of unigey gpackets. Combining these two aspects, we
obtain the total overhead ratio. The overhead ratio is egutile search cost ratio less one. The third performance
aspect is the latency perceived by the source. The laterustésmined by the number of timeouts, i.e., the number
of rounds of flooding required to locate the target, as wethasindividual timeout intervals. The timeout intervals
can be a function of the scope of the search, e.qg., if in onedatf flooding, the scope is larger, then we may set a
larger timeout interval. For simplicity, we use the numbg&raunds of flooding.

Overhead dueto Repeated Query Packets. Repeated query packets occur when a new cycle of floodintg stad

the query packets are sent to the same neighbors. The gratetlirom one cycle to the next i8. Therefore the
ratio between the number of the repeated query packets inrairand the total number of the query packets in this
round isb%. Consider theoretically infinite number of cycles, the dved ratio due to the repeated query packets is
computed a3 ;2 b”, ﬁ This result indicates that, whenis large enough, repeated query packets are rare;
whenb is not too small, even if is relatively small, repeated query packets are still notigcmn.

Overhead due to Overshooting Query Packets. Before computing the overhead due to overshooting, let us no
tice that there are worst case overshooting and averageowasghooting. Let us mainly consider the worst case
overshooting. It occurs when the current search horizonssijot large enough to reach the target, and hence an
additional round of flooding is needed. We do not need an iaddit cycle of flooding since the target is an abstract
term. In this scenario, the entire additional round of floggdis an overshooting. To compute this overshooting, let
us first compute the current search horizon. The horizon usletp the total number of peers reached in the last
cycle. Any peers reached before the last cycle are alsodedlin the last cycle. Therefore, the search horizon
iS > i g Lpisy = b”lSO, where S, denotes the scope of the search in the first round of the la$.cybince the
search space size of the current overshooting routitdSls, the overhead ratio due to overshootin&#’__—l. When

b” > 1, overshooting is mainly determined byIf we setb to a small number, overshooting is effectively bounded.

On the other hand, the average case overshooting depentle probability distribution function of the target
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location. For instance, if the target is uniformly distried in the overshooting space, the average case oversgootin
is half of the worst case overshooting. Such a dependenciieisif the probability distribution function is not
known, it is difficult (if not impossible) to obtain the avgequantity. Fortunately, we will find that even the worst
case cost can be arbitrarily close to the lower bound.

Total search cost ratio: The total search cost includes the necessary number of guaekets to find the target
location, the overhead due to repeated query packets, arm/éthead due to overshooting. Based on the previous

. . T (h— 41
analysis, we can calculate the worst case search costiglio..(b,7) =1+ b7.1_1 + bb(,.b_ll) = {j,,._l.

Search latency: Finally, to compute the latency perceived by the source, vge It Hy denote the initial search
horizon in the first round of flooding, and |&k,....>> H, denote the search horizon necessary to discover the target.
The question is how many rounds (i.e., latedgyof flooding is required. An observation is the search harizo

the current cycle is alwayis' times that in the previous cycle. Hende= log, (H..qe/ Ho). Therefore,

Theorem 2 Under the tree network model, in Hurricane flooding, the shdatency is a logarithmic function of the

target location.

5.2.2 Minimum-cost Hurricane Flooding

Our main objective is to minimize the total search cost. Bubsection focuses on optimizing Hurricane flooding

such that it has the lowest search cost. We have the follows:

Theorem 3 There is an optimal Hurricane flooding to minimize the seaoht in tree networks.

Just notice from the last subsection that we have the totatBecost ratioC,e.cas{d, ) = gfll To minimize

Cuorsecask, 7), We letC = 0 and obtain the optimal poirt: = (r + 1)1/".

Figure 2 shows the search cost ratio as a functiohwhenr is set to typical values. This figure shows several
results. First, we observe that each curve has two distihgible regions. Whehis small, the cost is dominated
by repeated query packets. Increasingauses a sharp decrease in the search cost. Wielarge, the cost is
mainly due to overshooting. The optimal point is a balandténmiddle. Second, whenincreases, the search cost
decreases. In particular, whens small, increasing results in a sharp reduction in the search cost. To displiay th

effect, let us plot in Figure 3 the search cost ratio at thégdtpoint whenr varies. This second figure shows that
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Search cost ratio C(b,r)

Figure 2: Overhead ratio as a function of the growth tatéhen the number of rounds per cyelés a typical value.

Minimum search cost

Figure 3: The minimum search cost ratio as a function,dhe number of rounds per cycle.

there is a sweet point approximately betweers 5 andr = 8. Beyond this point, there is a diminishing return

from increasing-. This observation indicates that Hurricane flooding wildfiective even in random networks with

relatively low average degree.

The special case of= 1 deserves more discussions. In this case Hurricane floodiggrebrates to the expand-
ing ring algorithm. The worst case search cost ratio is 4 when 2. This ratio bound was previously achieved
by the California Split search strategy, the best detemstimialgorithm known in the literature. With Hurricane
flooding, the search cost ratio can be arbitrarily close tiowlei choose a large number of rounds per cycle.

Finally, although we have minimized the worst case cosgroétverage case cost is a more meaningful quantity.
We can expect more reduction in average case cost compdfeglie 2 and Figure 3. However, the exact expression

for the average case cost depends on the probability distsib function of the target location. Therefore, it is
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impossible to solve the general problem of minimizing therage case cost. On an encouraging note, Figure 2
shows that whem is small, for example just below 1.5, the worst case searsh iscclose to optimal for a wide

range ¢ > 4). Thus in practice, we can simply geto be such a small valué.

5.2.3 Hurricane Flooding and Network Models

In the previous analysis we assumed a tree network modelenhersource reaches two non-overlapped subsets of
peers via any two neighbors. However, real peer-to-peavarks are not trees. It is necessary for us to understand

what is the degree of overlapping in more complex and moréestieanetworks.
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Figure 4: The average overlapping ratio of the search hoszj two neighbors of a source.

We conduct the following experiments. First we obtain twonwgk topologies, one Erdés-Rényi (ER) random
graph with about 160K peers and 400K edges, and one real anogtwork topology with about 160K peers and
1.9M edges (described in Section 6). Then let us randomly e source in a network and two of its neighbors.
Then starting from each of the two neighbors, a source reagmeimber of peers (but not back to the source) using
breadth-first search. Finally, let us compute what is thelapping ratio between these two subsets (which have the
same size). This ratio is defined as the number of peers réaidnboth neighbors divided by the size of each subset.
Let us repeat this process for different random sources angpate the average overlapping ratio. Furthermore, let

us compute the average ratios when the reachability (he.size of the subsets) increases. The results are plotted

7o reduce the average case cost, one may pet slightly larger than the optimal poifit + 1)1/ " for the worst case. Since between
the two parts of the overhead cost, the overhead due to expgaery packets is fixed, and the overhead due to overshastiower than it

is in the worse case. Thus the settingahould be weighed more towards decreasing the first partnceeasing.
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in Figure 4, for both the ER random graph and the Gnutella agtviopology. With the ER random graph, the

overlapping ratio stays very low even when both neighboashehousands of peers. With the Gnutella network,
the overlapping ratio is a little higher. However, the absslratio is not high. For example, when both neighbors
reach 1000 peers, only about 30 peers are reached by botrefditee we expect Hurricane flooding to be effective

the Gnutella network topology.

6 Performance Evaluation

6.1 Evaluation Methodology
6.1.1 Evaluated Algorithms

We evaluate the expanding ring algorithm, the two describhgthmic querying like algorithms, and the Hurricane
flooding algorithm with different growth ratds= 1.5, 2.0, and 3.0, respectively. We do not consider randatik w
based algorithms since they take a different, non floodirgethaapproach. We are also aware of variants of the
expanding ring algorithm and do not attempt to evaluate thiensimulation. Like the expanding ring algorithm,
those algorithms often require search cost much higher ttiatower bound. The dynamic querying like flooding
algorithms are implemented with the following details. Wavé followed the protocol specifications and used the
recommended parameter settings in Gnutella. Unless otbemoted, a peer with degree at least 15 is picked
to manage a search process. There is no restriction on threedef peers who forward queries. They faithfully
propagate the queries when TTL is not equal to zero. In théemhase, the query is propagated down three
neighbors with TTL=2. We use the approach described in theesdocument to estimate theoretical horizon and
the average popularity of the searched item. The defaulirmaxm TTL value allowed for each neighbor is 4. The

calculated TTL value is rounded up or down to an integer valiee timeout interval is set to TTL times 2.4 seconds.

6.1.2 Performance Metrics

We use three metrics to compare the performance of diffdteotling algorithms. (1) The first is the total number
of query packets transmitted by all peers. Often this nunigbbigher when the source peer finds more results. A

related metric is the average number of query packets trittieshper result. This quantity is higher than the lower
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bound1/p since we use uniform replication with replicatign (2) The second is the total latency of the search
process. (3) The third is the number of returned results whervaluate dynamic querying like flooding. Note in
our evaluation, Hurricane flooding is asked to locate onlg oapy of the searched item. Its relative performance

(compared to that of the expanding ring algorithm) does hahge when the search is for multiple copies.

6.1.3 Network Topologies

Table 1 summarizes the topologies, including the real Glautetwork topology mentioned in Section 5.2.3. The
Gnutella network topology, dated on February 2, 2005, wdaioed as a result of an ongoing research project at
University of Oregon [18, 19]. This snapshot includes o\&HK peers and its average number of neighbors per peer

is close to 24. Our evaluation of dynamic querying like flawgis based on this topology.

Table 1: Network topologies used in performance evaluation

Model # of peers| Mean degree
Randomyd-regular 110000 3.0
Erd6s-Rényi random graphs| 110000 30.0
Power-law networksy = 1.25 | 109440 4.99
Gnutella network topology | 161538 23.5

We also generated other network topologies for the evanadf Hurricane flooding. The first is the random
d-regular graphs. A randomnéregular graph is very close tokaary tree wherk = d — 1. The reachability, i.e., the
number of peers withih hops, grows agd — 1) roughly whenk is small. In particular, since we chooge= 3,
the expanding ring algorithm mimics the California Splgalithm and is expected to have a low search cost. The
second topology model is the Erd6s-Rényi random grapitsitee average degree3s.0. The third topology model
is the power-law random graphs [1]. In this model, the prdimglthat a peer has degree larger thais proportional
to d—“, where the constant is the power-law exponent. Several studies [13, 14] dissaléhat the peer degrees of
early Gnutella topology follow power-law distributions wo-segment power-law distributions. In this evaluation,
we set the power-law exponemt= 1.25. This relatively low exponent means a very high variabitifypeer degree.

This allows us to show the effects of such variability. Theutes present in this paper are representative, and we can
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obtain similar results while using larger values fom the simulations.

6.2 Performance of Dynamic Querying Like Flooding

We first compare the expanding ring algorithm, the originghamic querying, and our enhanced algorithm. The
Gnutella network topology is used. We set the replicatidio® be 0.01. Since there are over 160K peers in the
topology, we uniformly place just over 1600 copies of thergleed item in the network. We have considered more
skewed replication schemes, and found the relative pegfoom of different algorithms does not change much. Each
search is for 50 results. The probe phase returns about Lilséith variations). We have considered a range of
replication ratio. Although the replication ratio affed¢te absolute search cost and the absolute latency, it dées no
affect the relative performance of the algorithms. It is thoroting that when the replication ratiopsand the copies
are uniformly placed, the minimum average search cosyispackets per result (see the lower bound on search
cost in Section 2.1). We find all algorithms have the perdtesast slightly higher than this minimum value. This
observation is consistent when the replication ratio idinig wide range.

Figure 5-7 show the performance of the expanding ring algori the original dynamic querying, and our
enhanced algorithm, respectively. Each has 100 simulatins. We can observe the follows. First, the expanding
ring algorithm often has big overshooting and returns mucihemesults than necessary. On the contrary, dynamic
guerying like algorithms often return just more than theigesnumber of results. Consequently, they reduce the
search cost by several times. We observe that for both &hgasi the average number of packets required is around
6000 and the enhanced algorithm does slightly better. Skedbe Gnutella dynamic querying algorithm obtains
lower search cost at the price of high latency. With expamding, a source peer often floods the query packets
three times (with TTL =1,2,3) and rarely floods the query pdskvith TTL=4. The average latency is below 20
seconds. With dynamic querying, the average latency isdos0 seconds. It is often above 100 seconds, and
occasionally more than 3 minutes. With our enhanced alguorithe average latency is very close to that of the
expanding ring algorithm.

When we set a smaller = 1 for our algorithm, Figure 8 shows that both the number of metd results and
the search cost become more variable. The latency becomes. IThese observations are consistent with our

discussions in Section 4.2. When we set a lower replicatadiom p = 0.002, i.e., there are about 320 copies
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Figure 5: The performance of the expanding ring algorithm.
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Figure 6: The performance of the dynamic querying algorithm
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Figure 7: The performance of our enhanced algorithm.
500 T T T L T T T T T T T T T T T T T T L T T T
Enhanced dynamic querying/3=2 ----- 60000 Enhanced dynamic querying/d=2 ---~-- 140 | Enhanced dynamic querying/3=2 -----
400 B @ 50000 B g 120 B
2 S 100 .
300 | 4 & 40000 1 3
a @
5 s 80F 1
— 30000 i s
200 | 4 8 2 60 g
£ 20000 |- 1 ¢
1 2 S 40 E
00K 4 g i i .n 4 F R . . fi 8
A P ot bttt A AR A A g Aot A L 4
LS Md L b AL S A e A DA 10000 [P b ’?vf;g\,‘ SNt A A 20 W;\M‘*m««‘aw»ymj\ﬁwﬁ oommmdrreo il Pomdvond S
0 Il Il Il Il Il Il Il Il Il Il Il Il Il Il Il Il Il Il 0 Il Il Il Il Il Il Il Il Il
10 20 30 40 50 60 70 80 90 100 10 20 30 40 50 60 70 80 90 100 10 20 30 40 50 60 70 80 90 100
sequence number of run sequence number of run sequence number of run
Figure 8: The performance of our enhanced algorithm whenl.
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Figure 9: The performance of our enhanced algorithm whelicagon ratiop = 0.002.
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in the entire network, Figure 9 shows that (1) the search isogbout five time that whep = 0.01, and (2) the
search latency has noticeably increased. As the replitasito decreases, the source needs to contact more peers
to discover enough copies, at higher search latency. We ddavemeasured the performance of the expanding ring
algorithm and found the relative performance is consistdifite original dynamic querying algorithm fails as the
probe phase often does not return any results.

To summarize, our proposed algorithm requires search dosé ¢o the minimum and effectively bounds the
search latency. We conclude that when search is for mul@gslelts, estimating item popularity is effective. Dynamic

guerying like flooding algorithms can capitalize on it and && useful for unstructured peer-to-peer networks.

6.3 Performance of Hurricane Flooding

In this subsection we evaluate Hurricane flooding to locasingle copy of the searched item. It is important to
notice that dynamic querying like algorithms work only ifetlsearch is for multiple copies (in order to estimate
item popularity). Therefore, in the evaluation in this setiton, we compare Hurricane flooding and the expanding
ring algorithm only. The performance metrics are the seamst and the search latency. To be consistent with
our analysis of Hurricane flooding, we use the search cost fla¢tween the actual cost and the lower bound), and
measure the latency of a search as the number of rounds ofrftpoefjuired to discover the copies. We translate
these two performance metrics so that we can compare Haoeiteoding and dynamic querying like flooding when

evaluated with the Gnutella network topology.

6.3.1 Evaluation with Random d-regular Graphs

Figure 10 shows the search cost ratio (on left) and lateneyiéit) of the expanding ring algorithm and Hurricane
flooding. All three instances of Hurricane flooding reduce slearch cost by a large fraction, consistently over the
range of replication ratio. Hurricane flooding with= 2.0 appears to be the best and it reduces search cost to almost
half that of the expanding ring algorithm. Wheéis larger ¢ = 3.0), as we analyzed, overshooting causes too many
query packets. On the other hand, wites small ¢ = 1.5), repeated query packets between two consecutive cycles
become more important. Note here the number of rounds of ifigoger cycle isr = 3. Thus the disadvantage

(more repeated query packets) of using a sia#l 1.5 may outweighs the benefit (reduced overshooting).
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Figure 10: Performance of expanding ring flooding and Hameflooding in a random 3-regular graph.
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Figure 11: Performance of expanding ring flooding and Ham&flooding in an ER graph (mean degree=30).
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Figure 12: Performance of expanding ring flooding and Ham&flooding in a power-law graph (mean degree=5).
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Figure 13: Performance expanding ring flooding and Huréctooding in a Gnutella network (mean degree=23.5).
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Figure 10 shows a different scenario for the latency meWiith Hurricane flooding, the latency decreases when
b is larger. The expanding ring algorithm has almost the satenty as Hurricane flooding with= 2.0. This is
expected as in both flooding strategies, the search horizdaubled after each round of futile flooding. The latency
of Hurricane flooding is close to the analytical results. Tigeire shows straight lines in the semi-logscale plot,
indicating a logarithmic relationship between the lateanyg the target location.

All above results show that Hurricane flooding outperforims éxpanding ring algorithm under the random 3-
regular graph model. Since here the expanding ring alguriith close to the California Split algorithm, it has a
reasonable search cost and latency. The search cost natawvéeage quantity here) is below 3. Yet, even with such

a perfect configuration for the expanding ring algorithm rtit@ne flooding still wins by a large margin.

6.3.2 Evaluation with Random ER Graphs

With the high-degree ER random graph, we can see more proadudifferences in Figure 11. The search cost
of the expanding ring algorithm is almost one magnitude éighan that of Hurricane flooding. With an average
degree of 30, the expanding ring algorithm expands the kdawazon so drastically that overshooting becomes
severe. Hurricane flooding allows fine-grained expansidhauit incurring many repeated query packets. Among
three Hurricane flooding strategies, the one itk 1.5 has the lowest search cost: it is about only 1.3 times the
lower bound. Another strong impression from the figure ig $earch cost line for the expanding ring algorithm
has several curves. Notice each curve corresponds to dydtiemeed of one more round of flooding in order to
discover a copy of an item with that replication ratio. On dtker hand, the expanding ring algorithm has a small

latency in high-degree low-diameter peer-to-peer netaobktremely high search cost makes it not attractive.

6.3.3 Evaluation with Random Power-law Graphs

Figure 12 shows a significant performance gain by using Hame flooding. Although visually not clear from the
figure, it is found the search cost of three Hurricane floodinglways close to the lower bound. Whenr= 1.5,

the ratio to the lower bound is often smaller than 1.5. On th&rary, the expanding ring algorithm is extremely
inefficient. The difference is close to two magnitudes wheareplication ratio is high. With the expanding ring

algorithm, even when there are many copies of an item in theark, the search cost stays high. When no copy is
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discovered after a round of flooding, merely increasing tié Value by one for a new round of flooding will likely

cause too many unnecessary query packets, especially @3 gacket is forwarded by a high-degree peer.

6.3.4 Evaluation with Gnutella Network Topology

From Figure 13, the main observation is that the relativéoperance of different flooding strategies are close to that
in Figure 11. Again, the average cost reduction ratio bygisinrricane flooding is close to one magnitude. It would
be interesting to compare Hurricane flooding and dynamicyduog like flooding in the Gnutella network topology.
For that purpose, we translate the performance metricsranstate the search cost, we note that to discéver50
copies of the searched item when the replication ratio 0.01, the lower bound on search cost (in packets) is 5000.
Since two instances of Hurricane flooding have search ctist batween 1.3 and 1.5 as shown in Figure 13, the
total number of packets should be between 6500 and 7500 hvidilightly higher than that of dynamic querying
like flooding. In terms of search latency, Hurricane floodinith b = 3 requires latency about 1.8 times that of the
expanding ring algorithm. This latency is much lower thaat tbf the original dynamic querying algorithm and is

slightly higher than that of the enhanced algorithm. Theaatkge of Hurricane flooding though is its determinism.

7 Conclusion

This paper has exploited novel approaches to designingegftitooding search algorithms in peer-to-peer networks.
We presented two flooding search algorithms. When the sasufcit multiple results, the first algorithm capital-
izes on the on-the-fly estimation of the popularity of thercead item. Albeit its non-determinism, the proposed
algorithm—a greedy and conservative algorithm often retuhe desired number of results at minimum search cost
and low search latency. The second algorithm, Hurricanedfitap is deterministic and can answer queries for any
number of results. The paper has described the algorithchaaalyzed its performance in terms of search cost and
search latency. In particular, we have shown that a minincost-Hurricane flooding requires search cost arbitrarily
close to a lower bound and that it has a bounded latency tlaaloigarithmic function of the location of the target.
To summarize, our work shows that there are great potentaptimize flooding search algorithms for use in peer-
to-peer networks. We have demonstrated significant pegooa gains by our algorithms. We expect our work can

be extended for flooding search in other unstructured né&sveuch as ad hoc networks and sensor networks.
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