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Abstract

Efficient search algorithms are crucial to the success of unstructured and hybrid peer-to-peer networks. Per-

formance requirements on search algorithms include low search traffic, low search latency, and determinism in

returning the searched items. However, existing search algorithms fail to meet these goals. We propose, analyze,

and evaluate two novel flooding search algorithms. The first algorithm conducts on-the-fly estimation of the pop-

ularity of the searched item, and uses such knowledge to guide a peer’s search process. It requires the minimum

search cost and very low latency, and albeit its non-determinism, often returns the desired number of results. The

second algorithm, Hurricane flooding, exponentially expands the search horizon of the source of a search in a

spiral pattern. Hurricane flooding is deterministic, requires search cost arbitrarily close to a lower bound, and

returns the results in logarithmic time. We analyze and optimize our proposed algorithms, and evaluate them

using various network models, including a real Gnutella network topology.

1 Introduction

Peer-to-peer systems are one of the most vital Internet applications and a major portion of Internet traffic is attributed

to them [15]. Broadly, there are three different architectures for peer-to-peer networks: centralized, decentralized but

structured, and decentralized and unstructured. Centralized architecture scales poorly and does not tolerate failures.

Decentralized but structured networks such as Chord [17] need to maintain the overlay topology. In decentralized

and unstructured networks, there is neither a central directory server nor any control over the network topology.

Peers join the network by connecting to existing peers in a very loose and random fashion. Such an architecture

overcomes the problems in other peer-to-peer systems. Gnutella and KaZaA are two successful and widely used
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systems. However, these networks are infamous for their extremely inefficient searching mechanisms. Since there

is neither a central directory server nor distributed indexing service, the best a peer can do is a blind search. The

typical flooding search method generates high loads on the peers and are extremely not scalable. One approach to

making unstructured peer-to-peer networks more scalable is via modifications to the architecture, or use of hybrid

architecture [21, 12]. Both KaZaA and Gnutella currently have a more hierarchical architecture. A smaller number of

upper level peers are responsible for propagating and answering queries initiated by more lower level peers. Another

approach is via the design of more efficient search mechanisms. For example, [6] exploited the heterogeneity of

peers and proposed to use a biased random walk based protocolto direct queries to high-capacity peers.

The focus of this work is to minimize the cost of search in peer-to-peer networks and to make them more scalable.

The approach is via designing two novel flooding algorithms.Our first novel search algorithm [11] estimates the

popularity of the searched item while searching for multiple results (or multiple copies of the searched item). This

on-the-fly estimation of the popularity helps the source of the search to effectively locate the results and bound the

search traffic. To that end we exploit Gnutella’s dynamic querying like flooding algorithm. We propose an enhanced

algorithm, which returns the desired number of results at minimum search traffic and low search latency. Our

second novel algorithm, Hurricane flooding, is deterministic and requires provably minimum cost. With Hurricane

flooding, the source of a search cautiously but exponentially expands its search horizon in a spiral pattern. We show

that Hurricane flooding reduces the search cost to arbitrarily close to a lower bound for any search algorithms, and

that it has a bounded latency which is a logarithmic functionof the location of the target.

The remainder of this paper is organized as follows. We first describe the search problem and the performance

requirements in Section 2, and then point out the weaknessesof previous search algorithms in Section 3. Section 4

describes our work on exploiting dynamic querying like flooding algorithms. Section 5 describes our Hurricane

flooding algorithm. Section 6 presents an evaluation of the proposed algorithms and Section 7 concludes the paper.

2 Preliminaries

Consider the problem of searching for a copy or multiple copies of an item in a large, connected unstructured

peer-to-peer network. The item is uniformly replicated in the network, i.e., each peer has the same probability of

storing a copy of this item. Although this uniform replication assumption is not necessary for the correctness of any
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algorithms considered in this paper, it allows us to focus onthe more important aspects. Let us consider the search

problem where the searchhorizon is controlled by the source. The horizon is defined as the scope of the search.

Controlled search is desirable since otherwise every search involves all peers. It is often there are many more copies

of an item in the network, but the search is only for one or a fewof them.

The source of a search tries to find thetarget. For instance, the search can be for a single copy of an item. The

target is the first peer discovered to have a copy. If the search is for multiple copies of an item, then the target is

defined as the point when this desired number of copies are discovered. To locate the target, the source sends query

packets to other peers. If this attempt is unsuccessful, thesource will expand its search horizon. The search strategy

determines how to conduct the search to locate the target. Different search strategies are classified into two broad

classes:deterministicstrategies andnon-deterministicstrategies with respect to the outcome of the search. With

deterministic strategies, it is guaranteed that the sourcewill discover a copy or multiple copies of the searched item

as desired, provided that there are at least that many copiesin the network. With non-deterministic strategies, it is

possible that the source gives up after one or more unsuccessful attempts.

Thetotal search costof a search is defined as the total number of query packets sentor received by any peers. We

ignore packets that are dropped in the network. This total cost includes both necessary cost and unnecessary cost.

One unnecessary cost is due to therepeated query packetsin a single search process. In many search strategies,

when an earlier attempt to discover the target is unsuccessful, the source will try to send more query packets, to

perhaps many peers who had received the query packets. Theserepeated query packets are distinguished from those

duplicate query packets, which are multiple packets received by the same peer due to a single attempt of the source.

Another possible cause of the unnecessary cost is theovershootingwhen the source is probing the search space. Let

us define thelatencyof a search as the time needed to locate the target. While it isalso a measure of the quality

of the search strategy, it is not the primary one, since in unstructured peer-to-peer networks, the dominant factor

limiting the scalability is the search cost.

2.1 A Lower Bound on Search Cost

Consider an arbitrarily large network where the replication ratio of an item is a constantp. A question is asked: on

average at least how many peers will be contacted before a copy of the item is discovered? Consider a search process
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with an oracle. The oracle tells which peers have been contacted already, such that the search process avoids sending

more query packets to those peers. However, in a directory-less system, even the oracle cannot tell which peers have

the copies of the item before the peers are contacted. On average this search process involves1/p peers. Moreover,

if the search is fork copies of the item, the expected number of queried peers isk/p. While this result hardly makes

sense in practice, it represents an often unreachable lowerbound on the cost of a search for any search strategies.

This lower bound provides a fair means to understand if an algorithm is close to the optimal.

3 Related Work

3.1 The Expanding Ring Algorithm

One of the search strategies is TTL-based controlled flooding, often known as the expanding ring algorithm [13, 20].

The source of a search starts by choosing an initial time-to-live (TTL) value, a positive integer. The source then

sends query packets towards its immediate neighbors with the TTL value. It decrements the TTL value by one and

forwards the query packet to its other neighbors. This process continues until the item is found or the TTL field

becomes 0. If no query packet is replied within a timeout interval, the source assumes this attempt has failed. It may

start a new round of flooding with a larger TTL value. There could be multiple rounds of flooding.

Although the expanding ring algorithm is deterministic andhas bounded latency, it is inefficient due to its high

search cost. In addition to the overhead due to duplicate query packets within one round of flooding, there is also

overhead due to repeated query packets caused by an inappropriate choice of TTL. To pick the right TTL value

is not easy either, as the source does not have knowledge on the popularity of the searched item. Moreover, the

expanding ring algorithm may also cause severe overshooting. In a high-degree network, increasing TTL by one

greatly expands the search horizon and causes excessive traffic. Recent theoretical work [2, 4, 5] has provided results

on the performance of the expanding ring algorithm. Both theworst case cost and average case cost were considered.

Various flooding strategies (with different approaches to setting TTL) have been proposed, including those with a

worst case cost ratio of 4 and with an average case cost ratio below 3. In the California Split algorithm, the source

will double its search horizon on every unsuccessful attempt. This algorithm has a worst case competitive ratio of

4, which is the lowest achieved by any search strategy with fixed TTL sequence. Subsequent studies [4, 5] derived

more sophisticated randomized algorithms to achieve worsecase and average case cost ratios slightly below 3.
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3.2 Random Walk Based Methods

The second class of search strategies utilizes the random walk techniques. Several studies [13, 7, 3, 16, 9, 10] have

proposed algorithms to use random walks for efficient search, or have investigated their properties in unstructured

networks. When a peer receives a query packet, it forwards the packet to a randomly chosen neighbor at each step

until the item is found. The use of a single or few query packets reduces the search cost, at the cost of long user-

perceived latency upon eventual success; the use of more query packets cuts the latency, but it increases the total

search cost. While random walk based strategies have advantages in the networks with specific properties [9], it is

not suitable for several reasons. First, these strategies are non-deterministic. A strategy can always reduce its search

cost by not returning any results. Second, they present onlya tradeoff between latency and cost. When deterministic

is required, the tradeoff between latency and search cost does not look attractive. The lowest search cost (the lower

bound) might be approached when there is a single query packet, but at very high latency. On the other hand, the

use of multiple isolated query packets requires proper termination rules.

4 Dynamic Querying like Flooding

In peer-to-peer systems, often a search is for multiple results matching the keywords. The flooding search algorithm

can determine how to expand its search horizon based on the on-the-fly estimation of the popularity of the searched

item. In this section we exploit such techniques, termed as dynamic querying like flooding algorithms.

4.1 Dynamic Querying in Gnutella

In modern Gnutella peer-to-peer network, there are two types of peers: ultrapeers and leaf peers. The ultrapeers

manage the search process for their leaves and forward querypackets from other ultrapeers. Hereafter, a peer refers

to an ultrapeer when the discussion is about Gnutella. When apeer receives a search request, it propagates the query

to the network using the dynamic querying algorithm [8]. It works in a more conservative way than the expanding

ring algorithm. It seeks to hit the minimum number of peers necessary to obtain the desired number of results.

The source peer first sends a probe query via a few neighbors with a small TTL. The purpose of this probe is to

have an initial estimate of the popularity of the searched item. Assume the probe does not return the desired number

of results. The source peer will begin an iterative process of dynamically calculating the TTL for the remaining
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neighbors. In each iteration, the source peer has the current number of returned results. It estimates the number

of peers theoretically queried so far, and the theoretical popularity of the searched item. Then the source peer can

estimate how many more peers should be contacted in order to receive the desired number of results. This estimate

is divided by the number of remaining neighbors. In this way,the source peer obtains the number of peers to query

via the next neighbor, and estimates the minimum TTL to reachthat number of peers. The source peer then sends the

query via this neighbor using this TTL value, and waits for the results until a timeout. This iterative process continues

until all neighbors are used, or the peer obtains the desirednumber of results. Intuitively, this technique dynamically

adjusts the TTL value of outgoing query packets along each additional neighbor to hit only the necessary number

of peers to obtain the desired number of results. The benefitsin reducing the search cost are two-fold. First, this

technique avoids sending query packets too far (towards toomany peers). Second, it avoids sending query packets

repeatedly to the same subset of peers.

4.2 Enhanced Dynamic Querying like Flooding

We find that the design of Gnutella’s dynamic querying algorithm is flawed. The iterative process can introduce

long delay. When there are many remaining neighbors, a querypacket is propagated to just a small fraction of the

required number of peers. Unlikely this iteration will return the desired number of results. This method is doomed

to have a high latency. We propose the following enhanced algorithm.

The enhanced algorithm is similar to the original dynamic querying algorithm. The source peer begins the search

(for N results) by first sending a query towards a few neighbors witha fixed TTL. In succession, the network replies

n ≥ 0 results that can be used to deduce the popularity of the item.After getting an estimate of its popularity, we

can subsequently calculate the TTL for the next neighbor. A query packet with this TTL value is propagated via this

next neighbor. The new number of results is obtained and iterated to calculate the TTL for another neighbor. This

process continues until the desired number of results are obtained or all neighbors are used.

The main difference is the iterative process of the enhancedalgorithm. This iterative process is (1)greedy— in

each iteration, the source peer propagates a query packet toa new neighbor, hoping to find all the required number

of results via this neighbor alone, and (2)conservative— at the same time, to avoid overshooting, the source peer

uses a confidence interval method to provide a safety margin on the estimate of the popularity of the searched item.
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Since we use a greedy iterative process to avoid excessive latency, more likely there will be big random overshooting

of the search space. Therefore, we need a more conservative estimate of the popularity of the searched item using, a

confidence interval method. This is the intuition behind ourconservative approach. Next we present details on how

to estimate the popularity of the searched item conservatively and how to calculate the TTL value.

Estimating Item Popularity We use the following confidence interval method to estimate the popularity of the item

conservatively. First we assume uniform replication of theitem. The search process is considered as a sequence

of Bernoulli trials. LetH0 denote the current search horizon (i.e., the sample size). The probability of obtainingi

results is given by the binomial distribution

Probp(i|H0) =









i

H0









pi(1 − p)H0−i,

wherep is the replication ratio or the popularity of the item. When the sample sizeH0 is large, this probability

approaches the Poisson distribution

lim
H0→∞

Probp(i|H0) =
mi

i!
e−m,

wherem = pH0. This distribution has meanm, variancem, and standard deviation
√

m. Then we use Pear-

son’s confidence interval on Poisson distribution as follows. Given the number of returned resultsn, we choose a

conservative estimatem′ of the true meanm by solving:

m′ − δ
√

m′ = n,

where the constantδ > 0. We obtain

m′ = n +
δ2

2
+ δ

√

n +
δ2

4
, (1)

which is the upper limit of Pearson’s confidence interval. This result says, if there aren ≥ 0 returned results, then

the expected number of returned results is less thanm′ with a probability determined by the parameterδ.

There is a tradeoff between choosing a larger value for the parameterδ and choosing a smaller value. First

choosing a larger value forδ results in more conservative estimate of the meanm. For example, whenδ = 1, the

confidence level is about 68% and the upper limit probabilityis about 16%, but ifδ = 3, the confidence level is about

99.7%. Therefore, choosing a larger value forδ will less likely cause overshooting. On the other hand, being more
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conservative means that it often takes longer time for the source peer to discover the required number of results. In

the enhanced algorithm, we chooseδ = 3. The value provides a high confidence level. In our evaluation, we will

consider other values too.

Calculating TTL value Since we have an estimate of the popularitym′/H0, we can compute the search horizonH

for the next neighbor, which should be equal toH0(N − n)/m′. Assume the next neighbor has degreed which can

be known, and the average degree of the network isD which can be estimated. We should pick the TTL value such

thatH equals the horizon within TTL hops from this neighbor:

H = (d − 1)
TTL−1

∑

i=0

(D − 1)i ≈ (d − 1)(D − 1)TTL

D − 2
.

This is equivalently to

TTL ≈ log(D−1)
H(D − 2)

d − 1
. (2)

One problem is, the obtained TTL value is often a floating number. We modify peers’ forwarding algorithm

as follows. When a peer receives a query packet with TTL≥ 1, it forwards it (with TTL decreased by 1) to all

neighbors as usual. If the TTL value is a fraction, the peer forwards the packet (with TTL set to 0) to a subset of its

neighbors. The size of this subset should be equal todTTL − 1, whered is this peer’s degree. To understand this,

just notice that when TTL= 0, the packet should not be forwarded to any neighbors; when TTL = 1, the packet

is forwarded to all neighbors. Therefore, the peer needs to forward the packet to each of itsd − 1 neighbor with a

probability equal to(dTTL − 1)/(d − 1).

For extremely less popular items, the probe phase may not return any matched results. Consequently, the original

Gnutella dynamic querying algorithm fails since it cannot estimate the search horizon and TTL value. On the other

hand, our algorithm setsm′ = δ2/2 as a conservative estimate and calculates the TTL accordingly. In our evaluation,

we will show results for such unpopular items.

5 Hurricane Flooding

The previous section describes and enhances dynamic querying like flooding algorithms. They have limitations.

First, they are useful only when the search is for many results. Second, they are not deterministic. This section

describes our Hurricane flooding algorithm, and analyzes and optimizes its performance.
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5.1 Design of Hurricane Flooding

Hurricane flooding exploits the ideas of both the expanding ring algorithm and the dynamic querying algorithm.

Like the expanding ring algorithm, Hurricane flooding increases the scope of flooding after each round. Like the

dynamic querying algorithm, the source floods queries via different neighbors in multiple rounds.

5.1.1 A Brief Description

The source peer divides its neighbors intor groups with approximately the same size. The special caser = 1

corresponds to the expanding ring algorithm. In general, the source sends query packets to its neighbors in the first

group, starting the firstround of flooding. These neighbors faithfully broadcast the querypackets (but not back to

the source). The source also sets a limit on the scope of thesebroadcasting query packets, e.g., by using a TTL value.

This limit is updated by every peer before forwarding the query packet. The first round of flooding may have a very

narrow scope. This round of flooding may not return the desired result. Then the source sends query packets to its

neighbors in the second group, with a larger limit on the scope of the flooding. This new limit isb > 1 times the limit

during the previous round. This process repeats until the source obtains the desired result. It is possible that afterr

rounds of flooding, the source has yet to locate the target. Insuch cases, the source starts the(r + 1)-th round by

sending query packets to its neighbors in the first group again. At this point of time, a newcycleof flooding begins.

Finally, it is possible the source experiences multiple cycles of flooding before it terminates the process. Figure 1

shows an example of Hurricane flooding withr = 3.

round 4

round 3

round 2

round 5

round 1

Figure 1: An example of Hurricane flooding,r = 3. The source (center) searches for copies in the solid nodes.

9



Theorem 1 In any connected networks, Hurricane flooding will discoverthe target if it exists.

This result is clear from its design. With Hurricane flooding, the TTL value will be increased by a constant after

each unsuccessful round of flooding. Therefore, the target in a connected network will eventually be located.

5.1.2 Forming Rounds of Flooding

One issue is how to divided the neighbors intor groups. Consider two scenarios. First, the number of neighbors

is much larger thanr. A simple round-robin method can be used to group the neighbors. Further improvement

is possible. For instance, each neighbor can have a weight equal to the number of its neighbors less one. Then a

standard bin-packing algorithm (such as Best Fit-Decreasing) will group them. This can result in more balanced

group sizes. In the second scenario, the number of neighborsis small. We can setr to be the degree of the source. In

the extreme case, the source has only one neighbor and Hurricane flooding would degenerate to the expanding ring

algorithm. Yet, in this extreme case, there is a solution. The source asks its neighbor to be its proxy to manage the

search process; this proxy uses again Hurricane flooding.

5.1.3 Using Fine-grained Expansion

Another issue is how to decide and control the scope of the search in each round. The growth rateb > 1 is defined

as the ratio between the sizes of the scopes of two consecutive rounds. We use the following fine-grained expansion.

The source uses a floating number for the TTL value. After eachunsuccessful round, the TTL value is increased by a

fraction which is equal tolog(d−1) b. When an intermediate peeri receives a query packet with TTL≥ 1, it forwards

the packet (with TTL decreased by one) to all neighbors. If the TTL value is a fraction smaller than one, the peer

forwards the packet (with TTL set to 0) to its neighbors probabilistically. As described in Section 4.2, a peer with

degreed forwards the packet to each of its other(d − 1) neighbors with a probability equal to(dTTL − 1)/(d − 1).

5.2 Analysis and Optimization of Hurricane Flooding

5.2.1 Analysis of Hurricane Flooding

Let us first consider a simple tree network model where the source is located at the root of the tree. We analyze three

aspects of Hurricane flooding’s performance. The first is repeated query packets. Notice that there are no duplicate
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query packets in a tree network. A total count on the number ofrepeated query packets is not a fair measure. To

reach a remote target often incurs more repeated query packets than to reach a nearby target. For this reason, we

consider the ratio between the number of repeated query packets to the number of unique query packets. The second

performance aspect is the overshooting of the search space.Overshooting is measured by the ratio between the

number of unnecessary query packets to the number of unique query packets. Combining these two aspects, we

obtain the total overhead ratio. The overhead ratio is equalto the search cost ratio less one. The third performance

aspect is the latency perceived by the source. The latency isdetermined by the number of timeouts, i.e., the number

of rounds of flooding required to locate the target, as well asthe individual timeout intervals. The timeout intervals

can be a function of the scope of the search, e.g., if in one round of flooding, the scope is larger, then we may set a

larger timeout interval. For simplicity, we use the number of rounds of flooding.

Overhead due to Repeated Query Packets: Repeated query packets occur when a new cycle of flooding starts and

the query packets are sent to the same neighbors. The growth rate from one cycle to the next isbr. Therefore the

ratio between the number of the repeated query packets in a round and the total number of the query packets in this

round is 1
br . Consider theoretically infinite number of cycles, the overhead ratio due to the repeated query packets is

computed as
∑

∞

i=1
1

bi∗r = 1
br
−1 . This result indicates that, whenr is large enough, repeated query packets are rare;

whenb is not too small, even ifr is relatively small, repeated query packets are still not common.

Overhead due to Overshooting Query Packets: Before computing the overhead due to overshooting, let us no-

tice that there are worst case overshooting and average caseovershooting. Let us mainly consider the worst case

overshooting. It occurs when the current search horizon is just not large enough to reach the target, and hence an

additional round of flooding is needed. We do not need an additional cycle of flooding since the target is an abstract

term. In this scenario, the entire additional round of flooding is an overshooting. To compute this overshooting, let

us first compute the current search horizon. The horizon is equal to the total number of peers reached in the last

cycle. Any peers reached before the last cycle are also included in the last cycle. Therefore, the search horizon

is
∑r−1

i=0 biS0 = br
−1

b−1 S0, whereS0 denotes the scope of the search in the first round of the last cycle. Since the

search space size of the current overshooting round isbrS0, the overhead ratio due to overshooting isbr(b−1)
br
−1 . When

br ≫ 1, overshooting is mainly determined byb. If we setb to a small number, overshooting is effectively bounded.

On the other hand, the average case overshooting depends on the probability distribution function of the target
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location. For instance, if the target is uniformly distributed in the overshooting space, the average case overshooting

is half of the worst case overshooting. Such a dependency implies, if the probability distribution function is not

known, it is difficult (if not impossible) to obtain the average quantity. Fortunately, we will find that even the worst

case cost can be arbitrarily close to the lower bound.

Total search cost ratio: The total search cost includes the necessary number of querypackets to find the target

location, the overhead due to repeated query packets, and the overhead due to overshooting. Based on the previous

analysis, we can calculate the worst case search cost ratioCworst-case(b, r) = 1 + 1
br
−1 + br(b−1)

br
−1 = br+1

br
−1 .

Search latency: Finally, to compute the latency perceived by the source, we first let H0 denote the initial search

horizon in the first round of flooding, and letHtarget ≫ H0 denote the search horizon necessary to discover the target.

The question is how many rounds (i.e., latencyL) of flooding is required. An observation is the search horizon in

the current cycle is alwaysbr times that in the previous cycle. Hence,L = logb (Htarget/H0). Therefore,

Theorem 2 Under the tree network model, in Hurricane flooding, the search latency is a logarithmic function of the

target location.

5.2.2 Minimum-cost Hurricane Flooding

Our main objective is to minimize the total search cost. Thissubsection focuses on optimizing Hurricane flooding

such that it has the lowest search cost. We have the follows:

Theorem 3 There is an optimal Hurricane flooding to minimize the searchcost in tree networks.

Just notice from the last subsection that we have the total search cost ratioCworst-case(b, r) = br+1

br
−1 . To minimize

Cworst-case(b, r), we let dC
db = 0 and obtain the optimal pointb∗ = (r + 1)1/r .

Figure 2 shows the search cost ratio as a function ofb whenr is set to typical values. This figure shows several

results. First, we observe that each curve has two distinguishable regions. Whenb is small, the cost is dominated

by repeated query packets. Increasingb causes a sharp decrease in the search cost. Whenb is large, the cost is

mainly due to overshooting. The optimal point is a balance inthe middle. Second, whenr increases, the search cost

decreases. In particular, whenr is small, increasingr results in a sharp reduction in the search cost. To display this

effect, let us plot in Figure 3 the search cost ratio at the optimal point whenr varies. This second figure shows that
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Figure 2: Overhead ratio as a function of the growth rateb when the number of rounds per cycler is a typical value.
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Figure 3: The minimum search cost ratio as a function ofr, the number of rounds per cycle.

there is a sweet point approximately betweenr = 5 andr = 8. Beyond this point, there is a diminishing return

from increasingr. This observation indicates that Hurricane flooding will beeffective even in random networks with

relatively low average degree.

The special case ofr = 1 deserves more discussions. In this case Hurricane flooding degenerates to the expand-

ing ring algorithm. The worst case search cost ratio is 4 whenb = 2. This ratio bound was previously achieved

by the California Split search strategy, the best deterministic algorithm known in the literature. With Hurricane

flooding, the search cost ratio can be arbitrarily close to 1 if we choose a large number of rounds per cycle.

Finally, although we have minimized the worst case cost, often average case cost is a more meaningful quantity.

We can expect more reduction in average case cost compared toFigure 2 and Figure 3. However, the exact expression

for the average case cost depends on the probability distribution function of the target location. Therefore, it is
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impossible to solve the general problem of minimizing the average case cost. On an encouraging note, Figure 2

shows that whenb is small, for example just below 1.5, the worst case search cost is close to optimal for a wide

range (r > 4). Thus in practice, we can simply setb to be such a small value.1

5.2.3 Hurricane Flooding and Network Models

In the previous analysis we assumed a tree network model where the source reaches two non-overlapped subsets of

peers via any two neighbors. However, real peer-to-peer networks are not trees. It is necessary for us to understand

what is the degree of overlapping in more complex and more realistic networks.
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Figure 4: The average overlapping ratio of the search horizons of two neighbors of a source.

We conduct the following experiments. First we obtain two network topologies, one Erdős-Rényi (ER) random

graph with about 160K peers and 400K edges, and one real Gnutella network topology with about 160K peers and

1.9M edges (described in Section 6). Then let us randomly pick one source in a network and two of its neighbors.

Then starting from each of the two neighbors, a source reaches a number of peers (but not back to the source) using

breadth-first search. Finally, let us compute what is the overlapping ratio between these two subsets (which have the

same size). This ratio is defined as the number of peers reached via both neighbors divided by the size of each subset.

Let us repeat this process for different random sources and compute the average overlapping ratio. Furthermore, let

us compute the average ratios when the reachability (i.e., the size of the subsets) increases. The results are plotted

1To reduce the average case cost, one may setb just slightly larger than the optimal point(r + 1)1/r for the worst case. Since between

the two parts of the overhead cost, the overhead due to repeated query packets is fixed, and the overhead due to overshooting is lower than it

is in the worse case. Thus the setting ofb should be weighed more towards decreasing the first part, i.e. increasingb.
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in Figure 4, for both the ER random graph and the Gnutella network topology. With the ER random graph, the

overlapping ratio stays very low even when both neighbors reach thousands of peers. With the Gnutella network,

the overlapping ratio is a little higher. However, the absolute ratio is not high. For example, when both neighbors

reach 1000 peers, only about 30 peers are reached by both. Therefore, we expect Hurricane flooding to be effective

the Gnutella network topology.

6 Performance Evaluation

6.1 Evaluation Methodology

6.1.1 Evaluated Algorithms

We evaluate the expanding ring algorithm, the two describeddynamic querying like algorithms, and the Hurricane

flooding algorithm with different growth ratesb = 1.5, 2.0, and 3.0, respectively. We do not consider random walk

based algorithms since they take a different, non flooding based approach. We are also aware of variants of the

expanding ring algorithm and do not attempt to evaluate themvia simulation. Like the expanding ring algorithm,

those algorithms often require search cost much higher thanthe lower bound. The dynamic querying like flooding

algorithms are implemented with the following details. We have followed the protocol specifications and used the

recommended parameter settings in Gnutella. Unless otherwise noted, a peer with degree at least 15 is picked

to manage a search process. There is no restriction on the degree of peers who forward queries. They faithfully

propagate the queries when TTL is not equal to zero. In the probe phase, the query is propagated down three

neighbors with TTL=2. We use the approach described in the same document to estimate theoretical horizon and

the average popularity of the searched item. The default maximum TTL value allowed for each neighbor is 4. The

calculated TTL value is rounded up or down to an integer value. The timeout interval is set to TTL times 2.4 seconds.

6.1.2 Performance Metrics

We use three metrics to compare the performance of differentflooding algorithms. (1) The first is the total number

of query packets transmitted by all peers. Often this numberis higher when the source peer finds more results. A

related metric is the average number of query packets transmitted per result. This quantity is higher than the lower
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bound1/p since we use uniform replication with replicationp. (2) The second is the total latency of the search

process. (3) The third is the number of returned results whenwe evaluate dynamic querying like flooding. Note in

our evaluation, Hurricane flooding is asked to locate only one copy of the searched item. Its relative performance

(compared to that of the expanding ring algorithm) does not change when the search is for multiple copies.

6.1.3 Network Topologies

Table 1 summarizes the topologies, including the real Gnutella network topology mentioned in Section 5.2.3. The

Gnutella network topology, dated on February 2, 2005, was obtained as a result of an ongoing research project at

University of Oregon [18, 19]. This snapshot includes over 160K peers and its average number of neighbors per peer

is close to 24. Our evaluation of dynamic querying like flooding is based on this topology.

Table 1: Network topologies used in performance evaluation.

Model # of peers Mean degree

Randomd-regular 110000 3.0

Erdős-Rényi random graphs 110000 30.0

Power-law networks,α = 1.25 109440 4.99

Gnutella network topology 161538 23.5

We also generated other network topologies for the evaluation of Hurricane flooding. The first is the random

d-regular graphs. A randomd-regular graph is very close to ak-ary tree whenk = d − 1. The reachability, i.e., the

number of peers withinh hops, grows as(d − 1)h roughly whenh is small. In particular, since we choosed = 3,

the expanding ring algorithm mimics the California Split algorithm and is expected to have a low search cost. The

second topology model is the Erdős-Rényi random graphs, and the average degree is30.0. The third topology model

is the power-law random graphs [1]. In this model, the probability that a peer has degree larger thand is proportional

to d−α, where the constantα is the power-law exponent. Several studies [13, 14] discovered that the peer degrees of

early Gnutella topology follow power-law distributions ortwo-segment power-law distributions. In this evaluation,

we set the power-law exponentα = 1.25. This relatively low exponent means a very high variabilityof peer degree.

This allows us to show the effects of such variability. The results present in this paper are representative, and we can
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obtain similar results while using larger values forα in the simulations.

6.2 Performance of Dynamic Querying Like Flooding

We first compare the expanding ring algorithm, the original dynamic querying, and our enhanced algorithm. The

Gnutella network topology is used. We set the replication ratio to be 0.01. Since there are over 160K peers in the

topology, we uniformly place just over 1600 copies of the searched item in the network. We have considered more

skewed replication schemes, and found the relative performance of different algorithms does not change much. Each

search is for 50 results. The probe phase returns about 10 results (with variations). We have considered a range of

replication ratio. Although the replication ratio affectsthe absolute search cost and the absolute latency, it does not

affect the relative performance of the algorithms. It is worth noting that when the replication ratio isp and the copies

are uniformly placed, the minimum average search cost is1/p packets per result (see the lower bound on search

cost in Section 2.1). We find all algorithms have the per-result cost slightly higher than this minimum value. This

observation is consistent when the replication ratio is within a wide range.

Figure 5–7 show the performance of the expanding ring algorithm, the original dynamic querying, and our

enhanced algorithm, respectively. Each has 100 simulationruns. We can observe the follows. First, the expanding

ring algorithm often has big overshooting and returns much more results than necessary. On the contrary, dynamic

querying like algorithms often return just more than the desired number of results. Consequently, they reduce the

search cost by several times. We observe that for both algorithms, the average number of packets required is around

6000 and the enhanced algorithm does slightly better. Second, the Gnutella dynamic querying algorithm obtains

lower search cost at the price of high latency. With expanding ring, a source peer often floods the query packets

three times (with TTL =1,2,3) and rarely floods the query packets with TTL=4. The average latency is below 20

seconds. With dynamic querying, the average latency is close to 70 seconds. It is often above 100 seconds, and

occasionally more than 3 minutes. With our enhanced algorithm, the average latency is very close to that of the

expanding ring algorithm.

When we set a smallerδ = 1 for our algorithm, Figure 8 shows that both the number of returned results and

the search cost become more variable. The latency becomes lower. These observations are consistent with our

discussions in Section 4.2. When we set a lower replication ration p = 0.002, i.e., there are about 320 copies
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Figure 5: The performance of the expanding ring algorithm.
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Figure 6: The performance of the dynamic querying algorithm.

 0
 50

 100
 150
 200
 250
 300
 350
 400
 450
 500

 10  20  30  40  50  60  70  80  90  100

nu
m

be
r 

of
 r

es
ul

ts

sequence number of run

Enhanced dynamic querying

 0

 10000

 20000

 30000

 40000

 50000

 60000

 10  20  30  40  50  60  70  80  90  100

nu
m

be
r 

of
 p

ac
ke

ts

sequence number of run

Enhanced dynamic querying

 0

 20

 40

 60

 80

 100

 120

 140

 10  20  30  40  50  60  70  80  90  100

nu
m

be
r 

of
 la

te
nc

ie
s

sequence number of run

Enhanced dynamic querying

Figure 7: The performance of our enhanced algorithm.
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Figure 8: The performance of our enhanced algorithm whenδ = 1.
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Figure 9: The performance of our enhanced algorithm when replication ratiop = 0.002.
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in the entire network, Figure 9 shows that (1) the search costis about five time that whenp = 0.01, and (2) the

search latency has noticeably increased. As the replication ratio decreases, the source needs to contact more peers

to discover enough copies, at higher search latency. We havealso measured the performance of the expanding ring

algorithm and found the relative performance is consistent. The original dynamic querying algorithm fails as the

probe phase often does not return any results.

To summarize, our proposed algorithm requires search cost close to the minimum and effectively bounds the

search latency. We conclude that when search is for multipleresults, estimating item popularity is effective. Dynamic

querying like flooding algorithms can capitalize on it and can be useful for unstructured peer-to-peer networks.

6.3 Performance of Hurricane Flooding

In this subsection we evaluate Hurricane flooding to locate asingle copy of the searched item. It is important to

notice that dynamic querying like algorithms work only if the search is for multiple copies (in order to estimate

item popularity). Therefore, in the evaluation in this subsection, we compare Hurricane flooding and the expanding

ring algorithm only. The performance metrics are the searchcost and the search latency. To be consistent with

our analysis of Hurricane flooding, we use the search cost ratio (between the actual cost and the lower bound), and

measure the latency of a search as the number of rounds of flooding required to discover the copies. We translate

these two performance metrics so that we can compare Hurricane flooding and dynamic querying like flooding when

evaluated with the Gnutella network topology.

6.3.1 Evaluation with Random d-regular Graphs

Figure 10 shows the search cost ratio (on left) and latency (on right) of the expanding ring algorithm and Hurricane

flooding. All three instances of Hurricane flooding reduce the search cost by a large fraction, consistently over the

range of replication ratio. Hurricane flooding withb = 2.0 appears to be the best and it reduces search cost to almost

half that of the expanding ring algorithm. Whenb is larger (b = 3.0), as we analyzed, overshooting causes too many

query packets. On the other hand, whenb is small (b = 1.5), repeated query packets between two consecutive cycles

become more important. Note here the number of rounds of flooding per cycle isr = 3. Thus the disadvantage

(more repeated query packets) of using a smallb = 1.5 may outweighs the benefit (reduced overshooting).
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Figure 10: Performance of expanding ring flooding and Hurricane flooding in a random 3-regular graph.
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Figure 11: Performance of expanding ring flooding and Hurricane flooding in an ER graph (mean degree=30).
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Figure 12: Performance of expanding ring flooding and Hurricane flooding in a power-law graph (mean degree=5).
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Figure 13: Performance expanding ring flooding and Hurricane flooding in a Gnutella network (mean degree=23.5).
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Figure 10 shows a different scenario for the latency metric.With Hurricane flooding, the latency decreases when

b is larger. The expanding ring algorithm has almost the same latency as Hurricane flooding withb = 2.0. This is

expected as in both flooding strategies, the search horizon is doubled after each round of futile flooding. The latency

of Hurricane flooding is close to the analytical results. Thefigure shows straight lines in the semi-logscale plot,

indicating a logarithmic relationship between the latencyand the target location.

All above results show that Hurricane flooding outperforms the expanding ring algorithm under the random 3-

regular graph model. Since here the expanding ring algorithm is close to the California Split algorithm, it has a

reasonable search cost and latency. The search cost ratio (an average quantity here) is below 3. Yet, even with such

a perfect configuration for the expanding ring algorithm, Hurricane flooding still wins by a large margin.

6.3.2 Evaluation with Random ER Graphs

With the high-degree ER random graph, we can see more pronounced differences in Figure 11. The search cost

of the expanding ring algorithm is almost one magnitude higher than that of Hurricane flooding. With an average

degree of 30, the expanding ring algorithm expands the search horizon so drastically that overshooting becomes

severe. Hurricane flooding allows fine-grained expansion without incurring many repeated query packets. Among

three Hurricane flooding strategies, the one withb = 1.5 has the lowest search cost: it is about only 1.3 times the

lower bound. Another strong impression from the figure is, the search cost line for the expanding ring algorithm

has several curves. Notice each curve corresponds to suddenly the need of one more round of flooding in order to

discover a copy of an item with that replication ratio. On theother hand, the expanding ring algorithm has a small

latency in high-degree low-diameter peer-to-peer networks. Extremely high search cost makes it not attractive.

6.3.3 Evaluation with Random Power-law Graphs

Figure 12 shows a significant performance gain by using Hurricane flooding. Although visually not clear from the

figure, it is found the search cost of three Hurricane floodingis always close to the lower bound. Whenb = 1.5,

the ratio to the lower bound is often smaller than 1.5. On the contrary, the expanding ring algorithm is extremely

inefficient. The difference is close to two magnitudes when the replication ratio is high. With the expanding ring

algorithm, even when there are many copies of an item in the network, the search cost stays high. When no copy is
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discovered after a round of flooding, merely increasing the TTL value by one for a new round of flooding will likely

cause too many unnecessary query packets, especially if a query packet is forwarded by a high-degree peer.

6.3.4 Evaluation with Gnutella Network Topology

From Figure 13, the main observation is that the relative performance of different flooding strategies are close to that

in Figure 11. Again, the average cost reduction ratio by using Hurricane flooding is close to one magnitude. It would

be interesting to compare Hurricane flooding and dynamic querying like flooding in the Gnutella network topology.

For that purpose, we translate the performance metrics. To translate the search cost, we note that to discoverk = 50

copies of the searched item when the replication ratiop = 0.01, the lower bound on search cost (in packets) is 5000.

Since two instances of Hurricane flooding have search cost ratio between 1.3 and 1.5 as shown in Figure 13, the

total number of packets should be between 6500 and 7500, which is slightly higher than that of dynamic querying

like flooding. In terms of search latency, Hurricane floodingwith b = 3 requires latency about 1.8 times that of the

expanding ring algorithm. This latency is much lower than that of the original dynamic querying algorithm and is

slightly higher than that of the enhanced algorithm. The advantage of Hurricane flooding though is its determinism.

7 Conclusion

This paper has exploited novel approaches to designing efficient flooding search algorithms in peer-to-peer networks.

We presented two flooding search algorithms. When the searchis for multiple results, the first algorithm capital-

izes on the on-the-fly estimation of the popularity of the searched item. Albeit its non-determinism, the proposed

algorithm—a greedy and conservative algorithm often returns the desired number of results at minimum search cost

and low search latency. The second algorithm, Hurricane flooding, is deterministic and can answer queries for any

number of results. The paper has described the algorithm, and analyzed its performance in terms of search cost and

search latency. In particular, we have shown that a minimum-cost Hurricane flooding requires search cost arbitrarily

close to a lower bound and that it has a bounded latency that isa logarithmic function of the location of the target.

To summarize, our work shows that there are great potentialsto optimize flooding search algorithms for use in peer-

to-peer networks. We have demonstrated significant performance gains by our algorithms. We expect our work can

be extended for flooding search in other unstructured networks such as ad hoc networks and sensor networks.
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